UNITED STATES CYBER COMMAND
' 9800 SAVAGE ROAD, SUITE 6171
FORT. GEORGE G. MEADE, MARYLAND 20755

Re:23-R063 L 14 W&

Colin Aamot

Dear Mr. Aamot,

This letter responds to the enclosed F reedom of Information Act (FOIA) 1equest
submitted to U. S Cyber Command on September 15, 2023,

. We have located and rev1ewed 41 pages of material respons1ve to your request. We are
releasing this information to you in its entirety. :

If you are not satlsﬁed with our action on this request, you'may seek dispute resolution
services from the Department of Defense (DoD) FOIA Public Liaison or the Office of
Government Information Services. You also have the right to file an administrative appeal.
Contact information for each resource is enclosed,

VIN P. LEIOX
Rear Admiral, U'S. Navy
. Acting Chief of Staff

"Enclosures:
als



DoD FOIA Public Liaison:

Ms. Virginia Burke

Phone: (571) 372-0462

Email: osd.me-alex.oatsd-pelt.mbx.foia-
liaison@mail.mil

| Office of Government Information
. Services:

Office of Government Information Services
National Archives and Records
Administration

8601 Adelphi Road — OGIS

College Park, MD 20740-6001

Email: ogis@nara.gov

Phone: (202) 741-5770 - .

Toll Free: 1-877-684-6448

Fax: (202) 741-5769

L 14 0% Ré: 23-R063

Administrative Appeal: *
Mr. Michael Kremlacek

-Acting Assistant to the Secretary of Defense

for Privacy, Civil Liberties, and Transparency
(PCLT) ,

Office of the Secretary of Defense

4800 Mark Center Drive

ATTN: PCLFD, FOIA Appeals

Mailbox #24 ‘

Alexandria, VA 22350-1700

‘Bmail: osd.foia-appeal@mail mil

* Appeal should cite case number above, be
clearly marked “FOIA Appeal” and filed
within 90 calendar days from the date of this
letter. :



| ' 3 23-R063
FOIA Request 859446. - | |

The fol[owmg I1st coritains the entire submission subm1tted September 15 2023 10:50: 18am ET and'is
formatted for ease of v1ewmg and pnntmg

Contact info rmation

First name =~ ' ' Colin
Lastname - = ‘ © . Aamot
Mailing Address
City S
State/Province .
Postal Code
Country

Phone

. Email

'Requesf

‘R'equ‘estID ~ SERI . '859446
- Confirmation ID ‘ 858866




Request description

23-R063

Dear FOIA Officer, Pursuant to the hl.*‘_reedom of
Information Act, 5 U.S.C, § 552, and the implementing
FOIA regulations of the agency, I respectfully request

| the following: |A copy of all internal policy documents,

memorandums or guidance pertaining to F OIA
processing and procedures, FOIA Appeal processing
and procedures, and Mandatory Declassification
Review (MDR) processing Policy and Procedures
between 2018 and present, Please include any and all

| documents relating to steps the agency takes when

processing or deconflicting with other agencies when

processing FOIA requests, Appeals, or MDR requests.

1 also hereby request a list of the oldest 50 FOIA's still

-open with the Agency including the request date,

request body/text, and requestor. I am amicable to a

 rolliig production as records are available, To further -

narrow down the scope of the request, requester does
not seek correspondence that merely forwards press

- clippings, such as news accounts or opinion pieces,
- newsletters, and published or docketed materials, if that

correspondence has no comment or no substantive

. comment added by any party in the thread.The terms

“pertaining to,” “referring,” “relating,” or “concerning”
with respect to any given subject means anything that
constitutes, contains, embodies, reflects, identlﬁes,
states, refers to, deals with, or is in any manner
‘whatsoever pertinert to that subject. The term ¢ ‘record” -
means any written, recorded, or graphic matter of any
nature whatsoever, regardless of how recorded, and -
whether original or copy, including, but not limited: to

‘the following: memoranda, reports, expense reports,

books, manuals, instructions, financial reports,_work_mg
papers, records, notes, letters, notices, confirmations,
telegrams, receipts, appraisals, pamphlets, magazines,
newspapers, prospectuses, inter-officé and intra-office
communjcations, electronic mail (ema1ls), MMS or
SMS text messages, instant messages, messagmg
systems (such as iMessage, Microsoft Teans,

- WhatsApp, Telegram, Signal, Google Chat, Twitter

direct messages, Lync, Slack, and Facebook .
Messenger), contracts, cables, telexes, nofatlons of any
type of conversation, telephone call, voicernail,

_ ‘theeting or other communication. Please comply fully
“with 5 U.S.C. § 552(b). To further narrow down the
. scope of the request, the requester does not seek -

correspondence that merely-forwards press clippings,

" such as news accounts or opinion pieces, newsletters,
- and published or docketéd materials, if that -

correspondence has no comment or no substantive
comment added by any party in the thread.
Accordmgly, without limitation to the foregoing, if any
portion of this request is denied for any reason, please
provide written notice of the records or portions of




23=R063

Supporting documentation

Fees

" Request category ID
Fee waiver

Explanation

media

yes - _
This réquest is primarily and fundamentally for non-
commercia] purposes. The requested information is in
the public interest because there trust in government is

- at historic lows, and the American peop‘le deserve

transparency with regards to the agency's operations
and disclosure of core information. Because this is &
request by a member of the news media for information
of public interest, made in my capacity as an
investigative journalist and author , I actively gather-
information of potential interest to my audiences, and I
use my editorial skills-to turn taw materials into a
distinet work. I furthermore distribute that work to my
audience through podeasts or articles through multiple

~ outlets. I request that you waive all applicable fees

associated with this request. If you deny this request for
a fee waiver, please advise me in advance of the
estimated charges if they are to excesd . Please send
me a detailed and itemized explanation of those -
‘charges. If you have any questions, or feel you need

clarification of this request please contact me at

50

‘Willing to.pay

Expedited processing ..

Expedited Processing

no




UNCLASSIFIED

‘United States Cy.be-r Command
Instruction (USCCI)

OPR: Jo70 . ' o I USCCI5000-06
DISTRIBUTION: A - _ o . 1T April2018

Freedorn of:Informgtion.-Act (FOIA) Program

1. Piirpese. This United. States Cyber Commiand- (USCYBERCOM) Instridetion (USCCI)
establishes poiicies, procedures, requirements-and reSponsxbllmes for releasing requested records
in-accordance with Section 552 of Title 5, United Siatés: Code (USC), £7 ‘eedam af nforination
Act-(Hereafter, FOLA) and within statutory nme limits.

2 :‘Sug‘eréédcs/Cance]lanon- ThiS-lS the fi rSt.issiance.

3 Apghcabl[lt}: This instruction. apphes 10 USCYBERCOM personnel- assigned to
USCYBERCOM and its subordinate units to-inclide the Headquarters (HQ) Cyber Nanona[
Mission Force-(CNMF), the Service Component Commarids (SCC); the Joint Force
Headquarters-Cyber (JF HQ C), the Joint Force Headquarters — -Department of Defense.
Informdtion Networlks (JEHQ-DODINY and designated Joint Task Forces (JTF), ‘However, the

SCCs will follow {heir Service reguldtions: for infommiation that is purely. Sefvice unique or
generated apart from’ USCYBERCOM’S Joint mission.

4. Responsibilities. R'es__pc'msibiIitie_s.;are*ou!lin'cd in.Enclasure 1.

5, Procedures. Procedures-are outlined in Enclosure 2.

6. Summary of Changes, None.

7. Releasab:hg,' Cleated for public release. This instruction is approved for public release;
distribution is unlimited, DEpartment of Defense (DOD). Components, other Federal agencles
and the public'may obtain copies of this dnectwe :

UNCLASSIFIED
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UNCLASSIFIED

8. Effective Daté.. This ifistruction is effective upon réceipt,

STEPHEN G. FOGARTY
Major-General, USA
o Chiefof Staff
Enclosures: '
Enclosure 1.~ Roles and:Responsibilities.
Enclosure: 2 Pmcedures
Attachment 1= Glossary of Reférences-and Supportmg Inforiation
Attachment 2 — DD-Form 2086

‘UNCLASSIFIED
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" ENCLOSURE 1

1. :Rulé_s:and.. Responsibilities,
L1 Chicf of Staff (CoS).
1.1.1. Ov_ersée_ the implementation of the Command’s. FOIA Program,
1.1.2, Serveras the USCYBERCOM Initial Deriial Authority (IDA).
1.2. Chief Knowledge Officer (CKO) (JO70). -
1.2.1. Direct, manage and ad midiister the Conunand FOIA propeam,
1.2:2. Designate the FOTA Prograrn Manager (PM) in writing.
1 3. FOTA PM{EPM); Reportm" t6:the CoS and CKO, lead the:USCYBERCOM FOTA
Program Office (FPO)/JO?O Depending on vorkload, the USCYBERCOM FPO may also.
incliide one or more FOIA Case Managers (PCM) to assist the FPM in the-processing and

redaction: with-each FOIA request. The FPM is. ulllmate[y responsiblefor the followmo actions
within the FPO.

1:3.1. Track-and process FOIA requests for USCYBERCOM i in. accordance-with thc
TOIA, Dcpunmcnt of Defense Directive: (DODD)-5400.07 and DoD Manual (DODM)
5400.07. All USCYBERCOM FOIA zctions aré processed through the HQ US Strategic
Comimand (USSTRATCOM) FPO that furictions as. USCYBERCOM’s FOIA Requestor
Service Center (RSC). (Note: All current rolés and responisibilities.assigned to.
USSTRATCOM that assist the USCYBERCOM FPO:are expected to transfar 1o
USCYBERCOM within four months afier IJSCYBERCOM achievés ]mtial Operational
.Capabjhty designation.)y

2, Task the appropriaté USCYBERCOM organizations, via the- USCYBERCOM
Workﬂow Management System. (WMS), 1o 1den11fy search for-ardfor review resporisive
records for each FOIA request. Provide amiple processmg insteactions, Condugt i initial
review of ldenuﬁed documents to confirm their ‘responsivengss ta- a piven. FOIA request.

1.3. 3 Witlini. 20 woikdays.of thc original FOFA request, or a referral or consuitatiou
réquest-fromi another DOD o1 U.S. Governrient (USG) agency, provide the USSTRATCOM
FPO thieresponsive.records with ¢ither zero or some:redactions, 4 responise of zero responsive
records, or'ai estimaied date:ds 19 when résponsive-records can be realistically processed:
Inctude the signed USCYBERCOM IDA memorandum for completed FOTA cases.

1.3.4. Eithier accumphsh the rédaction. of responsive. records or reviewsthe: proposed
redactions of the: appropriate-organizations for FOIA com_pllan_ce

1.3.5. f a FOIA request implicates the equities of other USG agenicies, to include other
-military organizations, forward-itie portion-of the proposed response that includes records
related to-that agency to the implicatéd agency, Via the USSTRATCOM FOTAPM.

1.3.6. f’r_e_p_arc:_stafﬁngfpackagﬁs-pe_r USCYBERCOM Instruction (USCCI) 5000-01 for
CoS review and/or approval to submit to the USSTRATCOM FPO. Formal staffing

UNCLASSIFIED ' :
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coordination should includé, bitt is rot hmned to,d FOIA Monitor (FMon) or Subject Matter
Expert (SME), a Classification Advisory Officer (CAD), an Operations Security (OPSEC)

Coordmator, a Staff Judge Advocate (STA) mernber, and-d Public Affairs Officer: (PAOY

1,3;7. Provide FOIA processing inftial arid/or recumnc traitiing to:appointed FMatis and

SMEs:

1.3:8. Co-chair the combined FOIA and anucy & Civil Liberties Working Group:
{FPC&L WG) Keep FMons and SMEs appraised of updates to FOTA processing guidance. .
Maintain a FOIA wiki ‘page ok similar-forut on the unclassified USCYBERCOM, ponal

1 3 . Notify the Co$ dnd the:©ffice of thie Staff Judge Advocate-(GSJA): of requests for
records:ofa: controversml OF §ensitive naturs;

1.3.10. Notify the USCYBERCOM PAQ ifthereis potentlal for news. mccha interest or
inivolvemient in'thie case:

1311, Maintain appropriate.electronic-and hard copy records: pursuant to Chaimman of

‘the Joirit Chiefs of Staff Manual {CICSMY:5760:01 A, Volume I CJCSM 5760:01A, Volune

1I; DoDD 540007 arid DoDM 5400:07 and USSTRATCOM Strategic Instruction (SI) 900-6.

1.3.12. Submit annual and:special FOIA report injputs:to the USSTRATCOM FOIA PM,
astequired. )

1.4.95. Maintaln USCYBERCOM’S FOIA Standa.rd Operating Procedures (SOP).
© 1304, Mamtam CAO:teriification. per- USCET 5900-04.

1.3:15. Serve as ihie alternate Fidon. for the USCYBERCOM J0, 01 and J4 Dxrectorates
and aniy current or subsequently established .ITF '

1.4, EOIA Momtors (FMon). Designated in writing by the Directot or stbordinate

ofganization equivalent, the FMons accomplish the following,

1.4.1. Be familigr with the nine FOIA'exemptions'

1.4.2, Monitor the FOIA program within their directorate or equwalent subordinate
orgamzatlon to-ensure:a reasonable seaich ‘of elestronic and physical filés oceurs for each
applicable FOIA request. Provide: relevant status \ipdates d:recﬂy to the FPO or throtigh -
WMS; asiappropriate.

1.4.3. Task orgamzanonal leadershlp 10. identify SME(S) to respond to-each FOIA

Tequest,

" 1.4.4. Either complete the. FOIA task or momtor SME. progress in order to meet. each
FolA tasking deadline:

1.4.5. Provide FOIA processing:advice and -Bssistance to'the SMES Seek advicé from:

" thie USCYBERCOM FPM, ‘When neeessary:

UNCLASSIFIED
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1.4:6. Notify the USCYBERCOM FPO.of reaponsive récords o a controversnal or
sensifive sub_] ect.or cases: where the existence or nonexistence of a record. may in.itselfbe
class:ﬁed (Glomar Responise).

- 1.4.7, Track and provide toithe USCYBERCOM FPO tlie time spént processmg cach
FOTA request on the DI .Form: 2086, Record-af Freedom of Information (FOI) Processing
Cost {see Atltachirient 2).

1.4.8. Serveas the organization’s represeniative to the FP&CL WG.
1.5, Subject Matter Expert (SME):

151 Rcspond 10 FOIA requeésts according to pr ooessmg mstruct:ons contained: in the:
taskmg guidance’ prowded by the USCYBERCOM FPM and/or FMon.

1.5.2. Process FOIA.actions through 'the-Qrgangzatlon [ FM‘Qn.
1,6, Director (61 equivalént-at a subordinate orpanization). '

1.6.1. Appoint an‘individual to. sérye as: the directorate’s F Mon and provide the:FMon a
copy: of the appairiting mentorandiim.

1:6.2. Efisuré respective Fhdoni(s) undetstand FOIA proceduees and are. aﬂ‘orded training
opportunities; as required, to.learn and‘execitte assigned. duties,

1.7. Ol'ficc-of‘th‘c’ Staff Judge Advocate (OSJA),

1.7.1. Review and evaliiate recommiciidations to w1thhold all-or:part offa.récord usmg
ong:or miore of the FOTA: exemptlons

1.7.2. Athis or het dlscretlon identify-additiohal items for withholding or disclosure.
1.8, Public Affairs Officer: (PAO).

L.8.1. Remain cogrizant of FOIA requests: that possess USCYBERCOM equities,
especially those withi known media interest: ' '

182 I’rowd‘e_mslght on what information is alteady p‘ublicl_y a.vai]'al:}[e.
1.8.3. Provide recommendations on withholding all or part of::responsive record.

1:9. Operations Security (OPSEC) Coordinator provides rccommendatlons on withholding
.all or pari of a record based on:OPSEC considerations.. :

1,10, Classification Advisery Officer (CAQ):

1,10.1. Cofifirm information being withheld bnder FOIA exemptlon (b)(I) is. proper[y
and.cutrently cIa551ﬁed putsuant toan. emstmg executive-order.

" 1.10.2, Confirm information- recomrnended for disclosure is unclass:ﬁed [iferm the
EPM iF mfomaatlon recommended for dlsclosure shiotild be classified’if it is-not,

UNCLASSIFIED
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. ENCLOSURE 2

2, Procedures.
2 N Thc Commﬂnde.r USCYBERCOM (CDRUSCYBERCOM) ensures USCYBER.COM

régiiestéd, by reSpondmg 1hrough USSTR.ATCOM 1o perfccted FOIA. requests wnlnn the
stifutory time limits:

2:2. Until designiated.as'a. DoB) FOIA Program Component, USCYBERCOM responds:to
FOIA tequests throngh ISSTRATCOM and does not comimunicate directly with FO1A
requestors as USSTRATCOM maintains a FOIA Requestor Service Center (RSC). .
USCYBERCOM must forward any FOTA request (clectronic of hiardeopy) received: dlrectly from
arequestor to'the USSTRATCOM FOIAPM for processing;

' 2.3. USCYBERCOM CoS serves as the Command’_s IDA. USCYBERCOM provides to
USSTRATCOM éompléte FOIA résparisesfor disseriination to:the FOLA requestor.

2.4. The Directorate for Oversight and Compliance (DO&C), Office of the Deputy Chief
Menagement Officer (ODCMO) serves:asithe FOIA Public Liaison for USSTRATCOM, and
Hence, USCYBERCOM. Likeéwise;the Director of. Admlmstrahon and Management (DA&M)
serves as'the FOIA appellate authority for USSTRATCOM -and lience;: USCYBERCOM

2.5, The USCYBERCOM FEQ reéspands to: perfected FOIA reguestsreceived from:the
USSTRATCOM FOIA PM in;either of two following manners: ‘1) request from.the FOIA
requesfor to USCYBERCOM via the USSTRATCOM FOIA PM; or-2) referral fronanother.
USG-agency to USCYBERCOMqvid the USSTRATCOM FOIA PM, The typical flow 6T actions-
is as-follows.

2.5.1. Upen receipt, the USCYBERCOM FPO reviews the-written FOIA request for - -
clarity, Any questions:or desired-clarifications abioiut the: FOIA request for- the requestot-aré
routed back throughthe USSTRATCOM FOIA PM. In-addition, any procedural questions on
that pamcular FOIA request(e.g., apphcatlon of exemptlons or réledse. determinations in
similar previous FOIAs)are resolved tominimize processing time of any responsive records.
Finally, the USCYBERCOM FPO determings whgther the réguest’ properly belongs to:
USCYBERCOM or whethér the: request should be:referred. to:a, dxffcrcnt USG-agency based
on he:subject of the F OIA

2.5.2. Based o the: rcquested records the USCYBERCOM FPO. determines whlch
o:gamzatlons to-task to search for:responisive records. The-task can eithir be distributed via
WMS or in cerfain cases where & speélf' ic record(s) is/aré requested, may be ditectly tasked to
an organization.(e.g:, 7 for exercise related records) or an-office {e.g., Command Historian
for historical records). All correspondence will include:the USSTRATCOM assigned. FOIA
¢ase number {e.g., 18-065 [the:65™ case for I'tscal Year2018]).

2.5.3.norder tomeet the FOIA timeline to release-records within Iwent} (20) business
days-of receipt of the FOIA request, tesked organizations must-coinplete an electronic and
hard copy:search for responsive records, and provide access to.these'récordsto ihe
'USCYBERCOM FFO, preferab]y ifran electronic fort, within five (5) busmess days,

. ) UNCLASSIFIED
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Whetlier zero, one or multiple.récords.are found, each tasked organization’s FMon ensures afl
petsonniel involved with a TOIA cast provide a brief description of the extent of the search
and the time spent-comipleting the search. The FPO. annotates this time on the'DD; Form 2086
to reflect the levef of effort requ:red to answer the FOTA réquest,

254. The USCYBERCOM FPOrthen validates whether the reeords identified by exach
orpariization are résponsive to. the ‘agtijal. request, and provides the’ USSTRATCOM FOIA PM
an estimated-date when:all ofithe récords can be sufficiently processed: Dependmg on e

-number, length and/or complexity of the records found, the-estimated time to review/tedact

eaclviécord may.take significantly longér than twenty (20) business days. The'

'USSTRATCOM PM must communicate: with the FOIA. requestor when ihere are: dclays

2:5:4.Y. Cption 1. Pending the FOLA& réquester’s conciirence, the FOIA
tequestor receives twao ormoreinterim releases of reviewed records versus waiting for
“the-review and refease of all responsive records; For example instead of releasing:ten
T10) respunswe Técords at the ninety. (90) business day mark, four.(4) of ten.(10)
responswc records are réviewed and released at the forty-five: {45) business: day maek.
. Theremaining six (6) records are released at the ninety (90) busmess day mark.

2.54.2. Option-2. T cases where the riuimber of respousive récords is. 51gn1ﬁcant,
- the USCYBERCOM FPM.negotiates, via the USSTRATCOM FOIA P, a refined

FOILA request that better 1denuﬁes th¢ desired infotiration, and hence fimits the nimber
ofrecords to-a more:managedble level that can be processed withiin. aceeptable titnefiues.
Forexample, USCYBERCOM reviews an exercise Afier Action Report and the
corresponding PowerPoint presentation versus rewewmg these twe recordsplus.a
plethora of e-mails thiat-even remotely address the exercise and its afiermath. The FOIA
Téqiester réceives tlie desired information ifi a reasonable time w:thoul unnecessarlly
overburdemng tlie FPO.

2.5.5. Whlle tasked organization's FMois and SMES are hot requu'ed to redact-each

“responsive record under their purview; insight into what portions of gach of the recotds is
recommended for withholding, especially-from a classified (i.e., FOIA exemption. (B)(1))

peispective, is-beneficial asthe USCYBERCONM FPO processes each record and- appltes the

appropriate FOIA exemptions.

2.5.6. Upon completion.of the proposed redacuons the USCYBERCOMFPO
coordinates the proposed response with multiplé organizations and offices. At each step, the

- USCYBERCOM FPO aitempts to:adjudicate any-recommendad: acfditional disclosures or

witliholditigs. ‘At the.end.of ‘this staffing, ifdifferences remairi, the FPO annotates those items
on the USSTRATCOM Form 915 to codify the various: staffing dctions-and degisions. The

-organization and. offices fnvolved:in hifs staffing include, but are not limited to, the Following.

_ -_2-'.‘5_.6.-1; The_ EMouw arid/or SME fromi this organizations that provided the
responisive: records to focus on-thé:proposed redactions.
 2.5.6.2. An OPSEC Coordinstor or the Command OPSEC PM 1o look at each
FOIA response and deterriine. whether OPSEC. concems exist, especially from a mosaic

‘

UNGLASSIFIED. -
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and compilation perspective, pr:or o forwarding the responswe recordsto
USSTRATCOM

2.5.6:3. A CAO10 verlfy mformatton recommended for disclosure is:
unclassitied.

2 5 &, 4 The OSJA to prov1de legal advice onthe: apphcanon of FOIA

2:5.6:5. APAO 1o ‘maintain oversight'on what records have been requested vid:
FOIA and what information'is recommended for disclosure to the F OIA requestor: The
PAOalso piovides-insight to:the FPM on what applicable.open souzee information
'already iexists. This: giiidance could affect the application-of FOIA exemptions:

2.5.6.6. The J070 for concutrerice to submit the:completed staffing package to
the" USCYBERCOM Coramarid’ Secretarlat (CmdSee) | f‘or stafﬁng up o the
USCYBL‘RCOM CoS:

2.5, 7. The CmdSec. logs each pacLage, and reviews it Tor any fomlatlmg discrepancies.
Upon completion of thieir: review, the CmdSec forwards the: package to:the USCYBERCOM
CoS Bxecutive Assistant. Tvpmally ‘the. Depuly Co§ also reviews the package for situational
awareness and: completeness Then thie USCYBERCOM CoS may choose to-approve the
FOIA: package as is; approve with additional redactions, of teturitthe packape to.the FPM for
addmonal staffing-and-d résubmission.

2.5.8. Upon CoS: :approval (signature of the IDA. memora.ndum), the USCYBERCOM
FPO eIectromcally provides the USCYBERCOM fesponse and-a ¢ompleted DD Form 2086 to
the USSTRATCOM FPO. While this conciudes USCYBERCOM's actions, the:
USCYBERCOM FPO ‘continues to track the FOIA case- 1mtif the USSTRATCOM FPO
forwards the records 1o the FOIA requestorand formally-closes the FOTA. case in their log,

2.6. Therc are two additional situgtions where the USCYBERCOM FPO reviews recoids prior
to FOIA release. In-each of these scenarios, the actual records for: processing are forwarded fo
the USCYBERCOM FPO by the USSTRATCOM FO]A PM.

2.6.1. Consultation: Based on: the materidl in fesponsive: record(s) under review by
another ageney, USCYBERCOM is. determmed to hiave.equities-in at ledst one section of a
record, USCYBERCOM FRO strictly reviews those portion(s) to determine whether FOIA
e\empnon(s} apply to-the:information.. Depending on the extent: of the consultation, the .
JSCYBERCOM FPO initiatés actions consisterit with Section 2. 5.6, above, Based ori the
extent:of the consultation, the-CKCO/I070: ‘may-sign out. USCYBERCOM’s TESPORISE,

2.6.2. FOIA-like Review, Occasionail y USCYBERCOM is asked: by another DoD-
agengy via the USSTRATCOM FOIA BM; to.conpléte & Mandatory Declassification
Review/FOIA-like review for a select record(s). Again, the USCYBERCOM FPOQ initiates
actions consistent with-Section 2:5,6. dbove; Bascd on {He extént of 1h1s FOIA-like review,
the CKO7II 070 may sign out USCYBERCOM’S response:

UNCLASSIFIED
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ATTACHMENT 1
Glossary of References-and Supporting Information,
Reéfergitées

5.USC § 552, The ﬂ-eedan}-'af I:ﬁ’ormaﬁon Aet; as-amended - '

DPODD 5400, 07, DoD Freedom of Inforniation. A¢t (FOIA) Program, 2 Jatuary 2008 certified:
curtent through2 J aniuary 2015

DODM 5400:07, Dob) Freedom of!nﬁ)rmaﬁon Acr (F OM) Prograp, 25 .I'anuary 2017
Chairinan of the Joint Chlefs of Staff Manual (CICSM) 5760.014,; Joint Staff and Combatant ‘

Conimand Records Managemen! M{muai Folime I-:Procedir el 7 Febiuary 2008,
Incorporating Chidnge 2, 13 July 2009

CICSM 5760.0FA, Joint Staff and Conbetans Convitand Records. Managemem Mariral:
Volume Il <-Disposition.Schedule, 13 July 2012, Directive current as of 15 Septemiber 2014

S1900-6, Fr ee_g!o_m of Information dct (F QI_A) P.v_'ogi_'(fm, 15 May 2006

us car 5000-01; Correspondence nstruction, 22 April 2016
USCCI.SQUO—.O4,'C'!assr_'ﬁémfon.Advfsor‘y-o_j_??cér Program, 2 Deceniber 2016
Iuformative Websites .

USG: hitps://FOIA govi _ _ _ _ _
Diepartnient of Justice (DOJY: httpsi/www justice.sdv/oip/doj-guide

DOD: hitp://open.defense.cov/Transparency/FOIA/ .
- USSTRATCOM: httpr//wwwistrateonimil/Coiitagt/Fréedom-of-hiformation-Act/

freedomzinformation=act-0

Abbreviations and Acronyins

CAO—Classification Advisory Officer
CDG—-Capabllmes Developnient-Group
CDRUSCYBERCOM—Coimitiandet,. United. States Cyber Command
CICSM=—Chairman of the Joint'Chiefs of Staff Manual
CKO--Chief Knowledze Officer

CmdSec—Command Secretariat

CNMF—Cyber National Mission F orce

CoS-~Chief of Staff

CUE—Controfled Unclassnﬁed Triformation
DA&M—Director.of Administiation and Managcmcm
DO&C—Directorate for Oversight-and Corpliance
ADOD--—Dc_p'a'rjment of Defenss
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‘DODD—Department of Déferise Directive
DODM-=—Department of Defense. Manual

FCM—FOIA Case Manager

FMon—FOIA Monitor _

_ FOI—Freedom of Information

FOYA—Freedom of Tiformation Act

FOUO—TFor Official Use Only

FP&CL WG—FOIA and Privacy and Civil Liberties Workmg Group
FPM-—FQIA Program Manager

FPO—FOIA Program Office

GO/FO—General Officer/Fiag Officer

HQ—Headquarters :

IDA—Iuitial Denial Authority

JFHQ-C—Joint Force Heéadquarters-Cyber.
JFHQ-DODIN-—Joint:Force Headquarters-Deparimerit of Dcf'enst: Information Networks
JTF—Joint Task Force _ -
NSA/CSS—National Security Agency/Central Security Service
ODCMO—0ffice of the Deputy Chief Management Qfficer
OPSEC—COperations: %cunty

OSJA—Office of the Staff Judge Advocate

PAO—Public Affairs Office.

PMV-—Program Manager

RSC——Requestor Service Center’

SCC—Service Component Command

SES—Senior Exccutive Serviee

S1—Strategic: Instruction

'SID—Sysfem Identifier

SMD—Subjcct Matter Experl

§OP—Standard Operating Procedire

USC—United States Code _

USCCI—United States Cyber Cominand Instriiction
USCYBERCOM—United States Cyber Command
'USG—Umted States: Government

USSTRATCOM-—United States Strategic Command
WMS—Waorkflow Management System
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Giossary of Terms m'o!e the following definifions are iaken fi fom DODM 5400.07 {(Refe). The
word “document " equales to “record”, which is iised the oughont the USCCH).

Agency Record [reeord} ~ Inicludes. all documents:or fecards created or gbtained by alJ3G
agency that ace inthe agency”s possess:on and control at the time a FOIA request is feceived.
Four factors determine an agency’s coritrok: :

1. The intentof the creaipr of the document to-cétain cornitiol over the record

"2, The ablhty of the ageney 1o use and dispose of the:record as it sees fit

3. Theextent to which agency personiiel have read-or relied upon the documernit

4, e degree to which the docurnent was integrated info the aﬂency *s record systems or

files

Records maintained by a. government conlractor for tecords mandgement purposes are
considered in the DOD:Component™s possessmn -Records created by:an agency employee
duting employment, including e-miails, may be eilher agéncy records:or personat files, [DODM
5400.07 further deﬁnes an dgency record: from a FOIA perspective]

Cons,u_lta_tion =The process whereby, in certain _.s_itue'tiqns-,._a' federal agency transfers:a FOIA
responsive record:to-anether federal agericy to obtain recommendations on the releasability of
the: document: Afterreview, the docurient is téturried to.the original agenay for lesponse to.the
'FOTA requestor or- further.review. .

FOIA Request A wrilten request for agency récords that reasonably describes the records
‘sought, enablihg a DoD Component employee familiar with the files to locate the records. with.a
ieasonable amouit of effort.

FOIA Requester - Any pérson, mcludmn a parlnersh;p, corporat:on, association, State or Stale
agency, foreign govemment, foreign: nahonal oia lawyer or other répresentative acting on
behalf of any person. who submits.a FOIA request, Thisdefinition specxﬁcally e‘(cludes ‘agencies
~within the Exeeuitive Branch of 1he UsG. :

- IDA - A official who has been granted authority by a DOD Component head 1o witkihold
inforniation requested. pursuani to the FOIA for.one er more of the nine categoriesofrecords
exempt from mandatory disclosure.

Perfeeted FOIA 'Reques't A FOIA request that arrives-at the FOIA'RSC of the DOD
Componeiit in possessioni of the'records: The: statutory time limit forresponding to a TOIA
tequest does not-begin: unui it is;perfected.

Responsive - Information or agency records requested by a FOIA requester.
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United States Cyber Command_
Instruction (USCCI)

OPR: J070 - | USCCI 5000-06
. DISTRIBUTION: B | . . APR 08 2013

Freedom of 'Information Act' Program

1. Purpose. ThlS United States Cybe1 Command (USCYBERCOM) Instruction (USCCI) estabiishes
policies, procedures, requirements and responsibilities for releasing requested records in accordance

with (IAW) Section 552 of Title 5, United States Code (USC), Freedom of Infor mation Act (FOIA) and
within statutory time limits.

2. S_Dersedes/Cancellatmn This revision supersedes USCCI 5000-06, F'; ‘eedom of Infb.r Hhation Ac.’
(FOIA) Program, 17 April 2018.

3. Applicability, This i 1nstruct10n apphes to USCYBERCOM personnel and subordinate units including
the Headquarters Cyber National Mission Force, Service ComponentCommands (SCC), Joint Force
Headquarters-Cyber, Joint Force Headquarters —~ Department of Defense Information Network, and
designated Joint Task Forces (JTF). SCCs will follow Service regulanons for any FOTA request that is
Service specific or separated from the joint mission area. :

4, Resgpnslbxhtles. Responsibilities are outlined in Enclosure 1. -

5. Procedures. Procedutes are outlined in Enclosure 2.

6. Summary of Changes. This revision reflects command elevation to a Combatant Command and its
designation as a Department of Defense (DOD) FOIA Program Component. Changes of importance
include the remova] of all FOIA responsibilities previously conducted by United States Strategic
Commiand as the command’s DOD FOIA Program Component,

7. Releasability. Cleared for Public Release. This instruction is approved for public release; distribution
is unlimited. DOD Components other Federal agencies, and the public may obtain copies of this

- directive,

ROSS A. MYERS
Rear Admiral, US
Chief of Staff

8. Effective Date, This mstruction is ef‘tectwe nnmedtate!y
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Enclosures:
Enclosure 1 - Roles and Responmbihtles
: Enclosure 2= Procedures - '
" Attachment 1 - Glossary of References and Suppomng Information
Attachment 2= DD Form 2086, Recm a’ of Fr eea’am of Information (FOI) Pr. ocessmg Cost
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ENCLOSURE 1

1. Roles and Responsibilities.
1.1, Chief of S_taff (CoS). .
L.L1., Oversees the cornmaﬁd FOlA Prograrﬁ
1.1.2. Serves as the Imtlai Dénial Authonty (IDA)
1.1.3. Delegates IDA for select FOIA cases.

1.2, Chief Knowledge Officer (CKO). Asmgned to USCYBERCOM JO7O Informatlon
Management Defense..

1.2.1. Directs, manages, and administers the 'conimand FOIA program.

1.2.2. Deszgnates the F OIA Program Manager in writing.

1.3. FOIA Program Manager (FPM), Reports matters to the CoS and CKO., Leads the command
FOIA Program Office (FPO)/J070. Supervises all FOIA Case Managers (FCM) assigned full-time to

the FPO to assist in the processing and redaction of each FOIA request. Maintains respon51b1hty for
. 'FPO actions listed in paragraphs 1.3.1.-1.3.18.

1.3.1. Tracks and processes FOIA requests IAW the FOIA DOD Directive (DODD) 5400.07,

.DOD Freedom of Infarmation Act (FOIA) Program and DOD Manual (DODM) 5400.07, DOD
Freedom of Inﬁr mation Act Program. '

1.3.2. Manages the command FOIA Requestor Service Center (RSC).

[.3.3. In coordination with the command Public Affairs Office, maintains content on the public

facing FOIA website on the non-classified internet protocol router netw01k (NIPRNET) at .
WV cvbmcom mil. .

1.3.4. Tasks the. appropnate organizations via the USCYBERCOM Workflow Management
System {(WMS), to ldenufy, search for and/or review responswe records for each FOIA request.

- Provide ample processing instructions. Conduct an initial review of identified documents to confirm
responsweness to a specific FOIA request.

1.3.5. Determines the r_esponmble d1rectorate to task for sealch and/o1 document review. Viaa
USCYB ERCOM FCM: :

1.3.5.1. Identifies a Subject Maiter Expert (SME) and tasks the 1esp0n31ble parties
directly, when possible, as a direct FOIA tasking approach Is:paramount to shorten the
coordination efforts and €ase the burden to the mission.

- 13.52.0n a case-by-case basis, deiermmes the SMEs’ level of effort on the request.

1.3.5.3, Deterinines when to task FOIA requests in WMS.,

£.3.6, Unless categonzed under © ‘unique cucumstances *? within twenty {20y workdays of the
* original FOIA request, or a referrai or consultation request from another DOD or US Government

3
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(USG) agency, provides to the F OIA requester the responswe records with or without redactions, a

‘response of zero responsive records, & Glomar response (IAW DODM 5400.07, para 5.1.f.(1)) or an
~ estimated date asto when responsive records can be realistically processed. Includes the

USCYBERCOM IDA—51gned memorandum for completed FOIA cases,

1.3.7, Aecomphshes the redaction of responswe records or reviews the proposed redactrons of
the appropriate organizations for FOIA compliance. '

1.3.8. If a FOIA request implicates other USG agencies, to include other military organizations,
forwards the pottion of the proposed response that includes records related to that agency to the
1mplrcated agency. :

1.3.9. Prepares staffing packages for CoS review and/or approval to submit to the FOIA
requester IAW USCCI 5000-01, Correspondence Management. Ensures formal coordlnatton
includes the offices described in paragraph 2.3.6.

1.3.10. Provides FOIA processing 1mt1al and/or recurrmg ttarmng to appomted FOIA Monitors
(FMon) and, as required, SMEs.

1.3.11. Co-chairs the combined FOIA and Privacy & Civil Liberties Working Group (FP&CL
WG). Keepsall Fions and SMEs appraised of FOIA processmg guidance updates. Maintains a
FOIA wiki page or similar forum on an‘internal NIPRNET primary key infrastructure (PKI) enabled :

_command portal,

1.3.12. Promptly notifies the CoS and the Ofﬁce of the Staf’f Judge Advocate (OSJA) of FOIA
requests for records of a controversial or sensitive nature.

1.3.13. Promptly notifies the Public Affairs Ofﬁce tf there is potentral t‘or medta interest or
involvement in the case, ‘

1.3.14, Maintains approprtate gléctronic and hard copy teeords pursuant to Chairman of the Joint
Chiefs of Staff Manual (CICSM) 5760.01A, Joint Staff and Combatans Commeand Records
Management Mapual: Volume I--Procedures, and Volume [[—Disposition Schedule; DODD
5400.07; DODM 5400.07; USCCI 5000-01 and thie appropriate records management program
laws/directives; ‘

1,3.13, Subrhits annual and special FOIA report reqi.lireme'nts to higher headquarters, as directed.
1.3,16. Deveiops and maintains a command FOiA Standard Opet aling Procedules

1.3.17, Maintains Classification Advisory Ofﬁcer (CAO) certrficattons IAW USCCI 5500-04,
Classift cation Advisory Officer Pr ogr‘am .

1.3.18. Serves as the alternate representative to the FP&CL WG for JO (Speeral Staff), J1

(Manpower and Personnel) and J4 (Logtsucs) Drrectorates, and cusrrent or subsequently established
JTFS

| 4 FOLA Monifors (FMon) Appointed in wr1t1ng by the J- Code Dlrector or subordinate

orgamzatron equrva[ent

4
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1.4.]1. Be familiar with the nine FOIA exemptlons and the Intelligence OVCISlght requirements of
USCCI 5200-02, Inrelligence Ovefsrghr

'1.4.2. Monitor the FOIA program 'within respective directorates or equivalent subordinate _
organizations to ensute & reasonable search of electronic and physical files occurs for each applicable
FOIA request. Provide relevant status updates directly to the FPO or through WMS, as appropriate.

1.4.3. Task Orgamzatlonal ieadershlp fo identify SME(s) to respond to each FO1A request

1.4.4. Complete the FOIA task or monitor SME progress in order to meet each FOIA taskmg
deadime

1 4.5. Provide FOIA pxocessmg advice and assistance to the SME Seek advme from the FPM
when necessary.

1.4.6. Notify the FPO 1‘egardi'ng_‘re3ponsi,ve records to a controversial ot sensitive subjeotj or
cases where the existence or nonexistence of a record may in itself be classified (Glomar Response).

1.4.7. Track and provide the time spent processing each FOIA request on the DD Form '5086,
Record of Freedom of Information (F OI} Processing C‘osr (see Attachment 2) to the FPO

 1.4.8. Serve as tiie orgamzatlon s primary representative to the FP&CL WG.
1.5. Subject Matter Expert (SME).

1.5.1. Responds.to FOIA requests accmdmg 1o processmg instructions oontamed in the taskmg
cutdance provtded by the FPM and/or FMon.

1.5.2. Processes FOIA actions through the organization’s 'FMon'

1.5.3. Serves as the orgamzat]on g aiternate representatwe to the FP&CL WG. This task is not
applicable to J0, J1, J4 and JTF,

1.6. J-Code Directors (or equivalent at a subordinate organmatlon)

1.6.1. Appoint an 1nd1v1dual to serve as the directorate’s FMon and providethe FMon & copy of
the appomtmg memorandum

1.6.2. Designate a SME 10 serve as aiternate representat:ve to the FP&CL WG, This tasL is not
applicable to J0, J1, J4 and JTF

1.6.3.-Ensure respectwe FMon (s) understand FOLA procedures and enable tralnlng
opportunities, as requited, to execute assigned dutles

I, 7 Ofﬁce of the Staff Judge Advocate (OSJA).

1 7.1. Reviews and evaluates recommendations to mthhold atl or part of a record using one or
more of the FOIA exemptions '

1.7.2, At then discretion, identifies addltlonal 1tems for w1thho[dmg or dlSC[OSUl’C
I8, Public Affairs Officer (PAO). - '

5
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l 8.1. Remams cognizant of FOIA requests that possess command equ1tles, with special
conSIderatlon to those with known or potential media interests,

I, 8 2. Provides msu,ht on pubhcly avallabie information,
1.8.3. Prowdes recommendauons on wnhholdmo all or part of a responswe record

1 .9. Operations Securnty (OPSEC) Coordinator. Provides recommendations on withholding all or
part of a record based on OPSEC considerations.-

1.10, Classification Advisory Officer (CAO).

1.10.1. Confirms withheld information is properly and currently classified pursuant to an existing
executive order, classification guide, or its aggregation under FOIA exéemption (b) (1).

1.10.2. Confirms infor matlon recommended for disclosure is unclassified, Inform the FPM 1f
mformatmn recommended for dlsclosure should be class;f‘ ed, but is not,

6.
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ENCLOSURE 2

2. Procedures.

-2.1. The Commander, USCYBERCOM ensures personnel comply with the FOIA by makm'g
. releasable information avallable to the public, as requested and by respondmg to perfected FOIA
requests within the statutory time limits,

2.2. The command responds to FOIA requests as a FOIA RSC and processes all FOLA requests
' (electromc ot hardcopy) received directly from a requestor Refer to DODM 5400.07:

2.2.1, Para 3.4.b, for the FOIA Public Liaison funcuon
2.2.2, Para 6.5 for FOIA appeal processing guidance. _ .
2.3, The FPO responds to perfected FOIA requests 1) received directly from a FOIA requestor or 2)

referred from another DOD agency. The typical flow of‘ actions is as follows.

2.3.1. Upon receipt, the FPO reviews the written EOIA request for cla_rlty D1rect any quesuons
or désired clarifications about the FOIA request to the requestor. 'In addition, any procedural .
questions on that particular FOIA request (e g appl:cation of exemptmns or releaserdeterminations in
similar previous FOIAs) are resolved to minimize processing time of any responsive records. Finally,
the FPO determines whethet the request properly belongs to the command or whiether the cormand
should refer the reqiiest to a different DOD agency based on the subject of the FOIA.

2.3.2, Based on the requested records, the FPO determines which orgdnizations to task to search
for responsive records, The FPO either can distribute the task via WMS or, in certain cases where the
requested record is a specific record, ‘may directly task an organization (e.g:, J7 (Exercises and
Training) for exercise related records) or an office (e.g., Command Historian for historical records).
All correspondence will include the command a331gned FOIA case number (e.g., 19-010, the 10th
case for Fiscal Year 2019).

2.3.3. To meet the FOIA timeline to release records within twenty (20) business days of recelpt
of the FOIA, tasked organizations must complete an electronic and hard copy search for responsive
records and provide access to these records to the FEO, preferably in an electronic form, within seven
(7) business days. Whether the tasked organization finds none, one, or multiple records, esch tasked
organization’s FMon ensures all personnel involved with a FOIA case provide a brief description of
the extent of the search and the time spent completing the search. The FPO annotates this time on the
DD Form 2086 to reflect the level of effort required to answer the FOIA request.’

2.3.4. The FPO then vahdates whether the records 1denuﬁed by each organization are responsive
to the actual request, and provides the requester an. est_;mated date when the FPO can sufficiently
process all of the records. Depending on the nimber, length and/or complexity of the records found,
the estimated time to review/redact each record may take significantly longer than twenty (20)
business days. The RSC communicates with the FOIA requestor when there are delays.

2.3.4.1. Op' tion 1. Pending the FOIA requester’s concuttence, the FOIA requestor
receives two or more interim reledses of reviewed records versus waiting for the review and

-7
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" release of all responsive records. Forexample, -_in_stead of releasing ten (10) responsive records at
the ninety (90) business-day mark, the command reviews and releases four (4) of ten (10).
lesponswe records at the forty-five (45) business day mark. The command would release the
remammg six (6) records at the ninety (90) business-day mark.

2,342 Optlon 2. In cases where the number of ‘responsive records is. significant, the FPM
negotiates-a refined FOIA request that bettér identifies the desired information, and hence limits
the iumber of records to a more manageable level that the command can process within
acceptable timelines, For example, USCYBERCOM reviews an exercise ‘After Action Report
and the corresponding pre'sentation versus reviewing those two records plus a plethore of e-mail
that barely address the exercise and its aftermath. The FOIA requester receives the desired
mfon‘natxon in a reasonable t1me without unnecessanly overburdenmg the FPO,

2.3.5. While tasked orgamzanon s FMon and SME are riot required to redact each responsive
‘record under their purview, insight into what portions of each of the records is recomtmended for
withholding, especially from a classified (i.e., FOIA exemption (b)(l)) perspective, is beneficial as
the FPO processes each record and applles the appropnate FOIA exemptions.

2.3, 6 Upon cornpletion of the proposed redactions, the: FPO coordinates the proposed response.
with multiple organizations and offices. At each step, the FPO attempts to adjudicate any =
recommended additional disclosures or w1thholdmgs At the end of this staffing, if differences
remain, the FPO annotates those items on the USCYBERCOM Form 915 to codify the various

staffing actions and decisions. The organization and offices mvolved in this stafﬁng include, but are
not limited to, the foilowmg

2.36.1. The FMon andfor SME from the orgamzatmns that provxded the responswe
records to focus on the proposed redactions.

2,3.6.2. An OPSEC Coordinator or the command OPSEC Program Manager to look at
each FOIA iesponse and determine whether OPSEC concerns exist, especnally from a mosaic
and compilation perspective,

23.6.3.ACAO 1o verify information recomnended for disclosure is unclassified.
2.3.6. 4 The OSJA to prov1de legal advice on the apphcatlon of FOIA: exemptions to the
USCYBERCOM CoS.

2.3.65 A PAO to maintain oversight of requested records and mformatlon recommended
for disclosure to the FOIA requestor. The PAO provides insight to the FPM regardlng existing

applicable open source mformatmn This guldance could affect the apphcation of FOIA
exemptions. : .

2.3.6.6. The CKO for concurrence to subm1t the completed staffing package to the JO10
(Command Secretariat (CmdSec)) for staffing to the CoS. ‘Pending CoS delegation, the staff' ing
of select FOIA cases may vary from this norm.

2.3.7. The CmdSec fogs each_package and reviews it for formatting discrepancies. Upon
completion of review, the CmdSec forwards the package to the USCYBERCOM CoS Executive
Assistant. The Deputy CoS review is not mandated. The CoS may choose to approve the FOIA

8
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" package as is, approve with additional :edactlons or return the package to the FPM for addmona{
. staffing and a resubmission.

2:3.8. Upon CoS approval (signature of the [DA memorandum), the FPQ electronically provides
the command response to the FOIA requestor and maintains thé completed DD Form 2086 for fee

collection and/or reporting purposes. This concludes command actions unless the FOIA requestor
invokes appeal rights.

2.4, There aré two additional situations where the FPO reviews records pnor to FOIA release. In

both scenarios, based on IDA delegation gu1dance the CKO or lower may sign out USCYBERCOM:* s
response, _ :

2.4.1, Consultation. Based on the materiai in 1'e's'p0nsiVe record(s) under review by another
agency, USCYBERCOM is determined to have equities in at least one séction of a record. The FPO
only reviews those portion(s) to determine whether FOIA exemption(s) apply to the information, then
initiates actions consistent with patagraph 2.3.6. depending on the extent of the consultation.

2.4.2, FOIA-like Review. When the command receives 2 request to complete a Mandatory

Deciass1ﬁcat1on Review (i.e., FOIA-like rev1ew) for a select record(s), the FPO initiates actions
consistent with paraglaph 2.3, 6

9
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"ATTACHMENT 1
GLOSSARY OF R__E.FERENCES AND SUPPORTING INFORMATION
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S USC § 552, The Fi eea’om of Information Act, as amended

DODD 5400.07, DOD Freedom of Information Act (FOIA) Program, 2] anuary 2008 certified current
through 2 January 2015

DODM 5400.07, DOD Freedom of [nfm mation Act (FOIA) Pr g ‘am, 25 January 2017

Chairman of the Joint Chiefs of Staff Manual (CICSM) 5760.01A, Joint Staff and Combatant Command
Records Managemem Marnual: Volume I--Procedures, 7 February 2008, mcorporatmg Change 2, 13
July 2009 ‘

CICSM 5760.01A, Joini Stajj" and Combatant Command Records Management Manual: Vohmre -

. Disposition Schedule, 13 July 2012, directive current as of 15 September 2014

USCCI 5000-01, Correspondence Management, 22 April 2016

USCCI 5200-02, [nrelligence Oversight, 29 May 2014

USCCI 5900-04, Classification Aa’wsory Officer Program; 2 December 2016

Informatwe Websites

_ USG: https://FOIA.gov/

Department of Justice (DOJ): https {Fwww justice.gov/oip/doj-guide- freedom- mfomlatton-act -0
DOD: http://open.defense.gov/Transparency/FOIA/

USCYBERCOM: hitps://www.cybercom.mil/FOIA/

Acronys o
CAQ Classification Advisory Officer :
CJCSM Chairman of the Joint Chiefs of Statf Manual
CKO Chief Knowledge Officer '
CmdSec Command Secretariat
CoS Chief of Staff
DOD Department of Defense
DODD Department of Defense Directive
'PODM Department of Defense Manual
FCM FOIA Case Manager : .
FMon FQIA Monitor p
FOILA Freedom of Information Act
FP&CL WG FOIA and Privacy and Civil Liberties Working Group
" FPM - ' FOIA Program Manager-
FPO _ FOIA Program Office
IAW in accordance with
IDA Initial Denial Authority
JITE . Joint Task Force
NIPRNET Non-classified Internet Protacol Router Network
OPSEC Operations Security
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PAO Public Affairs Office
RSC Requestor Service Center
SCC Service Component Command
- SME Subject Matter Expert '
USCCI - United States Cyber Command Instruction
USCYBERCOM United States Cyber Contmand '
USG : United States Government
WMS Workflow Manacement System

Terms |. Def IHitions are fwm DODM 5400.07 (Ref c). The word “document” equates to “record”
which is u.s'ed thr oughou! thts USCClj

Agency Record [record]. Includes all documents or records created or obtained by a USG agency that
are in the agency’s possessron and control at the time a FOIA request is recewed Four factors -
detérmine an ageney's control: C-S&R

1. The intent of the creator of the document to retain control over the record
2. The ability of the agency to use and dispose of the record as it sees fit,
3. The extent to which agency personnel have read or relied upon the documeni.

4. The degree to which the document was integrated into the agency’s record systems or files,
Records maintained by a government contractor for records management purposes are considered in the
DOD Component’s possession. Records created by an agency employee during employment including
e-inails, may be either agency records or personal ﬁles [DODM 5400.07 further def‘ ines an agency
“record from a FOIA. petspectwe] y

Consultation. The process whereby, in certain srtuattons, a federal agency transfers aFOlA responsive
record to another federal agency to obtain recommendations on the releasability of the document. After

revtew, the document is retumed to the ongma] agency tor response to the FOIA requestor or further
review, . s

FOIA chucst A written request for agency records that reasonably descnbes the records sought,
enabling a DOD Component employee familiar with the files 1o locate the records with a leasonab]e
amount of effort

FOIA Requester, Any person, mctudmg a partnership, corporation, association, State or State agency,
foreign government; foreign national, or a lawyer or other representative actmg on behalf of any person
who submits a FOIA request. Thrs deﬁmt1on specifically excludes agenctes w1th1n the Executive
Branch of the USG. :

IDA. An official who has been Qanted authority by a DOD Component head to withhold information
+ requested pursuant to the FOIA for one or more of the nine categorles of tecords exempt from
mandatory disclosure.

Perfected FOIA Request AF OIA request that arrives at the F OIA RSC of the DOt) Component in

possession of the records. The statutory time limit for responding to a FOIA request does not begin until
itis perfected

Responsive. Information or agency records requested by a FOIA requester.
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U.S. CYBER COMMAND INSTRUCTION 5000.06

FREEDOM OF INFORMATION ACT PROGRAM

Originating -Component:

Effective:

Releas'abiﬁty:

Reissues and Cancels:

Applicébility:

Special Staff()
From date ofdi gital signature.

Cleared for public release. Availabie on the Coinmand

‘Publications Website at

https :/intelshaze. mtelmL gov/ s1tesfuscybe1c0m/L1b1my/S itePages/
publications.aspx

United States Cyber Comniand Tnstruction (USCCI) 5000.06,

. "Fréedom of Information Act Program," April 8, 2019

This Tustruction 'applies to:

o All Headquarters (HQ) United States Cyber Conumand
(USCYBERCOM) miilitary, civilian, and contractor
personnel. ’

o - USCYBERCOM subordinate organizations to inchude the
Service Cyberspace Components, the. Joint Force HQ-
Cyberspace, the Joint Force HQ-Department of Defense
(DoD) Information Network, and designated Joint Task

- Forces.
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VELEZ.DENNI. ey st

S.

el 2)25.01,27 12:84
D500

Approved by: | . DENNIS VELEZ
' Rear Admiiral, USS. NaV}'
Clnef of Staff

Purpose: This instruction establishes policies, procedwes, roles, and 1e5pou51b1]1f1es for the

implemeitation ofthe USCY'BERCOM Freedom of Information Act (FOIA) ngmm

Summary of Changes: The followmg changes are mcluded:

0

Expands and updates the roles and 1espons1b1]1t1es ofthe -

'FOIA Prograwn Manager, the FOIA Case Managel and the

Subject Matter Expert.

Removes J-Code Directors: 1oles and 1espon51b111hes as
this was never implemented.

Adds roles and respons1b111‘r1es for all USCYBERCOM
personnel. .

Updates, revises, and expands the section "P1ocedu1es" to
reflect the acmal/cunent FOIA methods and processes.

Re-titles and expands section titled "FOIA-like review" to
the "Mandatory Declassification Review @{DR)

. Requests "

Adds the section "Pr_i\_facy Act Re_quest" not pl'eviously
included m the previous version ofthe jnstriiction to
ensure completeness of FOIA procedures.

Adds terms to the 'Glo'ssasy section.
Re-titles "Informative Websites" to "Links."
Adds to and updates "Refe:euces " '
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SECTION 1: GENERAL INFORMATION

11. BACKROUND INFORMATION.

a FOIA, United States Code (USC), Title 5, Section 552 and Public Law (PL) 93-579), are
- the laws that establish the publics' right to request records fiom federal government agencies. A
FOIA request may be filed by any person, including any member ofthe public (U.S. or foreign
citizen/entity), an organization, or a business, but not mcludmg a Federal Agency ora fugitive
from the law.

- b. The FOIA provides' that any person has a right, enforceable in court, to obtain aece’ss to
federal agency records, except to the eXten; that they are protected fiom disclosure by law.

¢. The FOIA promotes public trust by encouraging that'tlle maximum amount of information
be made available to the public tegarding the operation and activities ofthe. government.

d The Privacy Act of 1974, codified in Section 552a of Title 5 USC, establishes a code of
fair information practices that governs the collection, maintenance, use, and dissemination of
information about individuals that is maintained in systems ofrecords by federal agencies. A
systern ofrecords is a group of records under the control ofan agency from which ihformation is
- retrieved by the name ofthe individual or by some identifier assigned to the individual.

e. The DoD FOLA Program is governed by Part 286 of Title 32, Code of Federal
Regulations (CFR) with the rules for Privacy Act protections being established in Part 310 of 32
~ CFR. These rules apply to all records in Privacy Act systems ofrecords (SORs) maintained by
the DoD and describe the procedures by which individuals may request access to records about
themselves, request amendment or correction of those records, and request an accounting of -
disclosures. ofthose records by thie DoD to other entities outside the DoD. DoD adherence fo
Part 310 of 32 CFR for processing all Privacy Act requests for access to records under the FOIA,
codified in Section 552 of Title 5 USC, provides individuals the protections of'both statutes.

- 12. POLICY.

- a DoD Directive (DoDD) 5400.07 establishes policy and assigns respons;blhtles for the
Dol FOIA Program in accordance with (IAW) the FOIA.

b: DoD Manual (DoDM) 5400.07 implements the DoD FOIA Program pursuant to this _
directive, supplements Pait 286 of 32 CFR and incorporates amendments to Section 552 of Title
5 USC, the Open, Public, Electronic, and Necessary (OPEN) Govemiment Act 0f2007 (Public
Law 110- 175) and the FOIA Improvement Act 0f2016 (Public Law 114-185).

¢. Due to ifs size and complexity, the DoD FOIA Program is decentralized, and DoD

Components operate their own FOIA offices. USCYBERCOM established its FOIA requester
service center in July 2018. The USCYBERCOM FOIA Program is ¢odified in this instruction.

SECTION 1: GENERAL INFORMATION : 4
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SECTION 2: ROLES & RESPONSIBILITIES
2.1. CHIEF OF STAFF (COS).

.a Oversees the command FOIA prdgram.
b. Serves as the Initial Denial Authority (IDA).
‘(1) The Commander; USCYBERCOM. delégated IDA to the CoS on Tuly 2, 2019.

(2) The CoS may authorize additional personnel to deny FOIA requests for reasons other
than exemptions TAW DoDM 5400.07 section 6.3.b. :

2.2. CHIEF KNOWLEDGE OFFICER.

"a Directs, mariages, and administers the command FOIA program.
b. Designates the FOIA program mariager i wﬁting
cIs au’rhonzed to deny FOIA requests f01 reasons other than exemphons

- 2.3. FOIA PROGRAM MANAGER (FPM)

4 Leads the command FOIA program office (FPO). The FPM leads analysis ofF OIA
requests submitted to HQ USCYBERCOM and its subordinate components. As the conmand's
principal FOIA: technical authonty, provides guidance on interpretation and application.of
statutes and regulations fo the command's leadership and to colleagues responsible for
generating and managing information for which FOIA requests have been made.

. Determines program requirements, based on analysis of statutes and regulations, and
insights info FOIA requests and resonrces likely to be requived.to address them. Develops and
codifies disclosure policies and p1ocedu1es implemented throughout USCYBERCOM and ifs

componeits.

¢ Suppoﬂs Commander—delegated DA to g,i'ant or deny official requests to obtain
information fiom and fo gain access to records and automated systemis. Exercises delegated
authority to make independentjudgments concerning discretionary releases of information oz a
: case—by—case basis and is authonzed to deny FOIA 1equests for Teasons other than exemptions.

d Coordinates inter-agency FOIA matters with the National Security Agency (NSA),
Department of Justice (DOJ), Office ofthe Defense Depaﬂment ChJef Management Officer,
11]111ta1y services, and othm U S. Government agenc:1es

- e Assists FOIA case INANAELS (FCMS) asmg;ued to the FPO.

f Leads and facilitates discussions and negotiations with requesters to achieve an optimal
balance between the command's need to protect inforniation: that is vital to ifs operations with
thie objectives ofthe FOIA ploglam to provide mfom:lanon fo the public.

SECTION 2: RESPONSIBILITIES - _ 5
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g Confers with legal counsel, the DoD, or DoJ attomeys ifthe command is served w1th a
complaint concermng a FOIA request.

b Creates and conducts training for USCYBERCOM personne1 o FOIA policies,
procedures, and responsibilities. Creates and distributes training and reference material for
USCYBERCOM personnel

i Represents the USCYBERCOM at both interagency and intra-agency meetings coveting
information management programs. Functions as the command spokesperson in intra-agency
coordination meetings or symposia concerning government implementation ofthe FOIA.

- j. Evaluates and determines customer needs for USCYBERCOM FOIA internal websites
and the public FOIA reading room and makes necessary updates.

k. Submits quarterly, annual, and special FOIA reports to the DoD Ofﬁce of the Assistant to
the Secretary of Defense for anacy, Civil Liberties and Transparency (OATSD(PCLT)).

1 Maintains Classification Advisory Officer certifications JAW USCCI 5900.04.

- 2.4. FOIA CASE MANAGER (FCM).

- a Processes FOIA requests JAW the FOIA, DoDD 5400.07, DoDM 5400 07 and Tltle 32,
CFR, Part 286, Dol FOIA Program.

b. Manages the USCYBERCOM FOIA requester servioe’ center.

¢. Tasks the USCYBERCOM directorates through the Workflow Management System
(WMS) to seanch for and/or review records that are responsive to FOIA requests.

(1) Provides ample processmg mstructlons

(2) Coriducts an 1r1111a1 review ofrecords to conﬁnn responsweness to the cntena ofthe
tequest.

d Incorporates the recommendations of subject matter experts (SMEs) and ensures
compliance W1th the FOIA when rewewmg and redac’nng responsive records.

S e Coordmates, consults, or refers records to other DoD _Components or federal agencies
when respensive records contain information regarding -these organizations.

f Enters and tracks data m a formal control system to enable the FPM to complete reports
for OATSD(PCLT) described in section 23k, -

g Maintains awareness of OATSD(PCLT) FOIA [itigation coordination p1ocess and
Departmient Level Interest topics.

h Reviews and considers curent FOIA decisions dlssemjnated by the DOJ Office of
Information Policy (OIP) and OATSD(PCLT)

SECTION 2: RESPONSIBILITIES _ ' 6
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L Preserves all correspondence pertaining to requests received, as well as copies ofall
requested records, until disposition or déstiuction is authorized pursuant fo Title 44 USC or the
General Records Schedule 4.2 ofthe National Archives and Records Admimisiration. Records
shall not be disposed of or deshoyed while they are the subject ofa pending request, appeal or
Jawsuit under the FOILA.

. Provides FOLA training to USCYBERCOM personsel when FPM is unable fo do so.

2.5. SUBJECT MATTER EXPERT (SME).
“a Responds to FOIA tasks i WMS according to processing mstmcnons provided. by the

b Conducts seamhes for records that are 1easouab1y calculated to imcover 1elevant material

m response to a FOIA 1equest

(1) Consults the FCM with queshous regarding the scope ofthe Tequest.

(@) Completes USCYBERCOM Form 510, "Freedom of Information Act Se'uth Ponn
to document the search eﬁbrt

¢. Provides relevant material fo the FCM to determine which records meet the criteria ofthe .
reqquest. ' '

d Reviews information responstve fo a FOIA request and determines whether disclosure
would harm an interest protected by one or more of the FOIA e}.emphons or discloswe is -
prohibited by law.

(1) Consults the FEM regardmg the applicability of FOIA exemptions.
(2) Provides closeout remarks m WMS and uploads redacted records.
e. Familiatizes themselves with the foundational laws, policies, and glﬁdance aé referenced
m paragraplis 1.1.a-e., 1.2.a.-b. Attomey General Memomndum "Fleedom of Information Act
Guidelmes," March 15 2022, and the nine FOIA exemptions.

2.6. OFFICE OF THE STAFF JUDGE ADVOCATE.

a Reviews and evaluates proposed 1esponses to FOIA 1equests to defenmne cons1s’rency

~with applicable law.

b. Iden’dﬁes and addresses any potential legal errors. |

¢ Provides legal g11idanc¢ o the IDA concerning the discharge of their responsibi]ities.
2.7. PUBLIC AFFAIRS OFFICER. |

a Maintains awareness ofFOIA requests that have USCYBERCOM equmes with special

" consideration fo those with kiown or potential media interests.

SECTION 2: RESPONSIBILITIES _ . o 7
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b. P10v1des ms1ght on pubhcly avaﬂable mfmmanou and information that has beeu officially
aclmowledved
2.8. OPERATIONS SECURITY COORDH\IATOR.

a Maintains awareness of FOIA 1equests that may have Opeérations Secun'fy ijjnplicaﬁdns

b Provides recommendations regarding the smtabxhty for disclosure ofall or palt ofarecord

~ based on Operations Secuuty considerations. -

29. CLASSIFICATION ADVISORY OFFICER.

a Confinns withheld information is properly and currently classnﬁed pmsuant to an emstmg
executive order, classification guide, or its ag greoahon under FOIA exemption 1

b. Confims information recominended for dlsclosme is unclassified or, 1f the infoymation is
not uuclasmﬁed, informs the FPM. :

c C001d1nates with the USCYBERCOM Information Security P1 ogmm Mauauel for
declassification ofUSCY'BERCOM-ongmated miaterial.

2 10 HEADQUARTERS USCYBERCOM PERSONNEL

~a Complete FOIA training within 60 days of ouboarding via one ofthe follow:ng courses or
traming methods: . :

) US CYBERCOM Newcouiers‘ Orientation.

@) Joint Knowledge Onhne portfal at
bttps: //_]Lodnect jten. unl/Aﬂas2/page/10gm/Locm jsf. Search for the DOJ -US00I- DOJ Freedom
oflnformation Act (FOIA} Training for Federal Employees, course number DHA-USI1278.

(3) Department of Justice Office ofInformation Policy portal at
https://www.justice.gov/oip/training wider the Digital FOIA Training Resources title. For
General Schedule 14 or above personuel; take the Freedom of Information Act Training for

.Executives. For General Schedule 13 and below pelsonnel take the Freedom of quormanon Act

Training for Fedeml Employees

@ MyGovLeam portal at https {lelm. mygovleam comfpsp/ps/?cmd—logm (self= paced
learning MGL,_ELM Account option). Search for the F1eed0m oflnformation Act, course
labeled "feov_01_ad7 le enus".

(5) Directorate, program office, or one-on-one training Wiﬂ_J the FPM.

SECTION 2: RESPONSIBILITIES - : -8
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SECTION 3: PROCEDURES
31. RECEIVING FOIA REQUESTS.

a The FPO typically receives FOIA requests by email to cybercom _foia@cybercom. mﬂ ar
through htps: //\w.'w foia.gov, the federal govemment's centlal website for FOIA.

(1) The FPO occaswnally receives FOTIA 1equests by postal mall or by phone at (301)
688-3585.

(2) Ifarequester calls to submit a FOIA - 1equest the FPO should direct the 1equest81 fo
https:/fwww.fola.gov.

b. The FPO also receives consultations and referrals ofFOIA requests fiom other agencies.

(D) The FPO receives these actions by email to the mailbox on the network appxopnate
for the classification ofthe material. The mailbox on the Non-secuwe Intemet Protocol Router
Network is cybercom_foia@ecybercom.muil. The mailbox on the Secure Intermet Protocol Router
Netwok is cybercom_foia@cybercom.smil.mil. The mailbox o the top-secret netwoik is
cybercom _ foia@nsa.ic.gov.

(2) The FCM should consult Part 286.7 (d) of Title 32 CFR for guldance ai the
consultation and referral Pprocess.

3.2 REV[E‘N]NG FOIA REQUESTS

a Upon receipt, the FCM reviews the FOIA reguest to deterinine WllEth&l it is 1easonab1y
described. :

)] _The FCM consults Part 286.5, Title 32 CFR and DoDM _5400.07,- Section 3.6, for
guidance on what is considered areasonable description of requested records.

(2) The FCM should be familiar with the DOJ Guide to FOIA chapter on proper FOIA
requests at hitps:/Aarww justice.gov/oip/doj- O’Lude—ﬁeedom-mfomlahon-act-O

L. Ifthe request- is reasonably described, t]_1e FCM assigns the 1equest a track.m.q number and
isslies an aclmowledgment letter to the requester.

(1)) The FPO must make tlns determination within 20 ‘working days, or 10 calendar days
if the requester has asked for expedited processing.

C (@ The FPO refers to Part 286 (e), Title 32 CFR and consults the Office ofthe Staff
Judge Advocate to determine whether to grant expedited processing:

(b} The tracking number for requests is the two- difﬁf fiscal yeax followed by the
letter "R, followed by the munber indicating the order in which the request was received (e.g.
24-R0OI10 would be the tenth request received in fiscal yeal 24).

SECTION 3: PROCEDURES . _ 9
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P The hacL_mg n11111be1 for consultations and refers als is the designation a351g11ed by
the consultmg or referring agency. The FPO does not assign a new: tLachg nimbey for-
consultations and refem'als :

(2) The FCM 1efe13 to Title 32, CFR subpaﬂ 268.8 for information regarding geueml :
tlmmg ofresponses to FOIA 1equests

c. Ifthe FOIA 1equest is not 1easonab1y described, the FCM seeks clanﬁcahon from the
_ 1equester _

(1) The FPO attempts to make a]] FOIA requests actionable unless they are not made I
accordance with publishied regulations, or they are clearly nnreasonable. :

(2) The FCM refers to subpait 286.9 oftitle 32,-CFR for information 1ecra1du10 1esponses
fo FOIA 1equests and adverse determmations of FOIA requests. .

d Ifthe FOIA request is for 1ec01ds cleaﬂy originating with another aoency, the FPO will
advise the 1equester to subrmit the 1equest to the correct agency.

(]) The FCM 1efe1s fo T1‘rle 32, CPR subpart 268.8 for mfonnatmu 1eoa1dmcr misdirected
requests.

[#)) The FCM fol]ows p1oced1ues outlined i subpart 286. 7(d)(3) oftitle 32 CFR for
“coordination with other agencies prior to consultation or n'-:fer.lal

3.3. PROCESSING FOIA REQUESTS

a The FCM p1ese1ves a]l cotr espoudeuce peﬂammg to the 1equest

(1) The FCM creates an email subfolder for each request to capture communication with
the  requester and staffthat contribute fo the processiug of the request.

(2) The FCM creates'a shaled foldet to maintain ﬁles pertment to the 1equest (eg
backglound, lefters, responsive documents, etc.).

b. The FCM c1eates a WMS task AW United States Cyber Command Manual (USCCM)
5000.01, ”Task Management Program," to ensure accountability ofall FOIA Tequest plocessmg

(1) The FCM assigns the WMS task to the ofﬁce(s) that has a nexus tothe topic ofthe
request. For example, ifthe request is for records regarding plans and policy, J5 may be an
appropriate office to engage. O, if the request relates to exercises and training, the FCM may
consider a331g;mng the task to J7.

@ In accordance with USCCM 5000.01, T asi\ Mmmgemeumor an, all taslx.s
requite a suspense of at least 10 woﬂ{mg days.

(b) The FCM prowdes clear.and concise guidance n the instructions field ofthe
WMS task to enswe that the SME understaids the a551g;mnent

SECTION 3: PROCEDURES : : 10
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(2) Ifthe task is to search for records, the FCM provide_e_resom‘ces that will help the
SME conduct a adequate search. ‘The FCM should be familiar with the DOJ Guide to FOIA

chapter on searching for 1espons1ve records.. See the Glossary for a link to the DOJ Guide fo
FOIA. '

. (a) The SME completes USCYBERCOM Form 510 plowded m the WMS task to
docwment the search effort. - :

(b) The SME shoul'd not commence review of any records located until the FPO |
validates whether the records are m fact 1'esponsiVe to the cn'te'ria ofthe request.

(3) Ifthe task is to review records located m response to a request, the FCM provides -
resources to Lelp the SME understand the process of identifying exempt information, segregating
non-exempt mfon_uahon and applying the foreseeable hain standard.

(a) The FCM consulfs DoDM 5400, 07, secnou 5, for general prov1s1ons of the nine
FOIA exemptions. -

()] ’Ihe DOJ Guide to FOIA offers an analy51s ofthe "1easonably segregable”
obligation that the SME considers when conducting reviews. When reviewing records that
contain classified information, the SME consults 1elevant security classification guides,
classification working aids, and Executive Order (EO) 13526, Classified National Secunty
Information, with spec1al cou31de1at1011 to sections 14 and 1.7(¢).

(c) When reviewing records that contain sensitive information that does ot meet the
criteria of classification but must still be protectéd, the SME consults the DoD Controlled
Unclassified Information (CUT) registry and tlie USCYBERCOM Critical Information List. The
SME will refer to https://www.dodcuiil for information on CUT and USCCM 5200.01 f01
information on unclassified critical u1format10u

(d) The FCM works w1th the SME conductmg the review to ensure that
USCYBERCOM is withholding inforination responsive to a FOIA request only ifdisclosure
would harm an interest protected by one or more of the FOIA exemptions, or dlsclosme 18
proliibited by law.

- (4) Upon completiori ofthe search or review task assig,ued.t]n‘dugh WMS, the SME
attaches files (e.5. USCYBERCOM Form 510, responsive records, redacted records), provides
remarks, and closes the task. The SME should refer to USCCM 5000.01 and the WMS Useir .
Guides for instuctions on how to complete WMS tasks. See the Glossary for links to the WMS
User, Gludes

c \Vhen the FCM receives the required responses to WMS tasks, the FCM adjudicates all
comments and recomumendations and prepares a staffing packace for coordination with the -
relevant personnel outlined 1 m Section 2

(1) The FCM may 'forego coordination with ceitain personnel iftheir role is itrelevant to

a specific determination. For example, if no records are located or o search is undertaken,
review by the Classification Advisory Officer is not required because there are no records to
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review. Or, ifarecord s demed in. full Pubhc Affairs Oﬂioe review is unnecessary because
inforniation is not- bemg 1e1eased that may generate. media mterest

(2) The FCM completes USCYBERCOM Form €506 to suceinetly explain the action,
justify the final recommendation, and memorialize coordination with all relevant stakeholders.
" Tabs to USCYBERCOM Form 506 will inciude all perfment 1ec01ds and mfmmatlon that

shaped the decxslon .

34, RESPONDING TO FOLA REQUESTS.
. a The FPO fo]lows guidance outlmed in DoDM 5400.07 Secnon 6.3.c. and Part 286 ) of
T1ﬂe 32 CFR when 1espondmor to FOIA requesters.

: D. OATSD(PCLT) will nonfy the FPO ifa FOIA 1equeste1 appeals the initial
USCYBERCOM determination.

{1) The FOIA appellate authority for USCYBERCOM 15 the Ass1stant to the Secretary of
Defeuse for anacy, Civil Liberties, and Transparency per Part 286 11 (1))(2) of Title 32 CFR.

. {2) 1faFOIA requester appeals the mmal USCYBERCOM detennmatlon the FPO will
be contacted by OATSD(PCLT) and asked to provide thie complete. adnumsnatwe record ofthe
action to tlie assigued appeals analyst. -

. (3) OATSD(PCLT) reviews the appeal and elthel upholds the USCYBERCOM
determination or remands the decision. Ifa decision is 1emauded USCYBERCOM will firther
process the 1equest IAW the appeal determuination.

-« FOIA requesters may file a lawsmt seeking to compel the disclosure of information. '

' (l) Per DoDM 5400.07, section 6.7, b, iU SCYBERCOM 1s served with a complamt
concerning a FOIA request that is still open, it wﬂl admunshatwely close the FOIA request aﬂel
consultatlon with legdl counsel. A

(2) In the event of a FOIA hhoahon, the FPO works with tle Ofﬁ'ce ofthe General
Couusel ofthe Department ofDefense to establish centralized processing ofFOIA ligation
documents when necessaly (per DoDD 5400. 07 Sec‘uon 2.4.D).
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SECTION 4 NON-FOIA REQUESTS
4.1. MANDATORY DECLASSIFICATION REVIEW (MDR) REQUESTS.
a Members ofthe public may request a declassification review ofrecords classified under

the provisions of EQ 13526, or predecessor orders. Declasmﬁcatmn requests in full or in part
must be approved by a declassification authority.

b. The FCM will refer to DoDM 5230.30, DoD Mandatory Declassification Review
Program, and Part 222 of Title 32 CFR for MDR processing procedures. The MDR process is -
similar to the FOIA process.

(1) When the FPO receives an MDR request it coordinates a "FOIA-like review" ofthe
requested record with the personnel outlined in Section 2 ofthis instruction.

(2) The FCM clearly marks any portions to be redacted, c:tmg the appropriate exemptions
from section 14 and 6.2 of EQ 13526,

(a) EO 13526, section 3.5(c), states that agencies. shall release the requested
‘information unless withholding is otherwise authorized and warranted under applicable law.

(b) BO 13526, section 6. Z(d), states that nothing in this ordér limits the protectlon
afforded any information by other prov;smns oﬂaw 1ncludmg FOIA exemptions, The review of
each record will determine if the record:

I- No longer meets the standards for classification as established by BO 13526
~ and is therefore declassified in full.

2 Contains portions still meetmg the standards for cla351ﬁcat10n and is therefore
declassified in part and denied in part

3. Still meets the standards for classification in its entirety and is therefore denied
in full. ' -

(¢} DoD Components shall not release any unclassified information exempt from
public release pursuant to Exemptlon 2 through 9 of'the FOIA.

c¢. The FCM assigns trackmg numbers to MDR requests, enters MDR data into a formal
control system, tasks MDR reviews through WMS, and preserves all correspondence pertaining
to MDR processing.

4.2. PRIVACY ACT REQUESTS.

a Individuals rﬁay request access to records about themselves under the Privacy Act, Title 5
USC § 552(a).

b. The right of access under the Privacy Act is similar to that of the FOIA and the statutes do
overlap, but not entirely.
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(1) The Privacy Act allows individuals to access records about themselves, while the
FOIA allows the public to access gavernment inforration.

(2) The primary dlfference between the FOIA and the access provision of the Prwacy Act
is the scope of informiation accessible under each statute,

(3) The FPO conmders an mdwxdual s access request under both the anacy Act and the
FOIA.

(@) The FCM consults DoDM 5400.07 Section 3.9 for information 1egardmg the
relatlonshlp between the FOIA and the Privacy Act.

- (b) The FCM refers to Part 310 of Title 32 CFR._for Privacy Act p1ocessmg gu1dance
and the-DOJ Overview ofthe Privacy Act, with special consideration to the individual's right of
access at https://www justice. govlopcl/overview-privacy-act-1974-2020-edition/access.

(c) The FCM refers to https://dpcld.defense. gov/prlvacy/soms/ for information about -
SORs and system ofrecord notices (SORN). : .

“¢. DoD Privacy Act SORs are decentralized, and USCYBERCOM is often not the DoD
Component that maintaing the requested record. Therefore, the FPO frequently advises.a Privacy
Act requester to submit his or her request to the address listed in the record access procedures of
the SORN contammg the record.

d The FCM assigns tracklng numbers to anacy Act requests, enters Prlvacy Act data into a
formal control system, and preserves all corespondence pertalmng to Privacy Act request
processing.

~ (1) The FCM dees ot task Privacy Act reviews through WMS due to privacy concerns.

2 The FCM works elosely with Ofﬁce ofthe StaffJudge Advoeate on all Privacy Act
requests to ensure that the privacy of th1rd partles is not violated.
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CFR .
CoS -
CUI
DOD
DODD
DODM
DOJ
EO
FCM
FOILA
FPM
FPO
HQ
IAW
IDA
"MDR
NSA

OATSD®PCLT)

o1IP
OPEN
SME
SOR
SORN
WMS
USC

Us CYBERCOM

USCCI
USCCM
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GLOSSARY

Code of Federal Regulations
Chiefof Staff

Controlled Unclassified Information
Department o f Defense

Department of Defense Directive

- Department of Defense Manual

Department of Justice

Execntive Order

FOTA Case Manager

Freedom of Information Act

FOTA Programy Manager

FOIA Programn Oﬁce

Headquartels

iti accordance with

Initial Denial Authorify

Mandatory Declassification Review
National Security Agency :
Office of the Assistant to the Secretary of Defense foi Privacy, Civil
Liberties, and Transparency

Office of nformation Policy -

Open, Public, Electronic, and Necessary
Subject Matter Expert

System of Record

-System of Record Notice

Workflow Management System

United States Code

United States Cyber Command

United States Cyber Comumand Instruction

United States Cyber Command Mamual N

System of records: any group of lec01ds under the control of the Department of Defense fromn
which information is retrieved by the name ofthe individual or by some ofher identifying numnber,
symbol, or other identifying particular assigned to the individual as defined in the Privacy Act.

Links

Comunand. Publications Website:
https://intelshare intelink. govfsﬂes/uscybemom/L:bla1y/SrrePacres/pubhcanons .aspx

CUI Information: WW'W.dOdCIII.Iml
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Dol Office of Infomlation'Policy Portal' https:/owrww. iustice- gov/oig/training

Dol Overview of'the Pm'acy Act: httgs Jfwww justice. gov/opcl/ovemcw—m ivacy-act-{ 974-
2020-edition/access

DOJ Guide to the FOIA: https://www justice.gov/oip/doj-guide-freedom-information-act-O

Federal Government's central website for FOIA: www.foia.gov

Joint Knowledge Onllne Portal: https://ikodirect.jten. nu]/AtlasZ/pagc/log 111/Log1n jsf

MyGovLeam Portal: hﬂ s:/felm.my ovlcam.com/ spf; s/-‘?cmd%om_n

Systems ofRecord and System of Record Notices: httpS'//dpcId defense.gov/privacy/cs/

USCYBERCOM FOIA Readmg Room httgs Shwarw, cybercom. il/F FOLA- Prwacy-Act/Readmg-
Room/

WMS User Guide:

Intelink: hitps:/intelshare.intelink. gov/s:tes/uscybmcom/JG/Pages/WMS-UG aspx
Secure Intetnet Protocol Router Network:

hitps://intelshare. intel ink.sgov. EOW'SIlCS/LlSCVbCI‘COI‘n/S—-WmS-

- Tite/U serGuides/F orms/Alhtcms aspx

NSANet:
https://wms.cvbercom.ic. ;zovhpu/wmstsm%20Gu1dc/WM S%202%201 User%20Guide NOV
17 df
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